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Lesson Objectives

Android SecurityIntro to Android Android Insecurity
Fundamental concepts of
security as it pertains to

Android, permissions, and
user data protection.

How are Android
applications packed & what

technologies power it's
development.

Security
reversed?

@themadbit



Introduction to android

3.553 million -
Mobile apps accessible for

Android users to
download.

The code is in your pocket.
(Readable or not)

APKs: ZIP file with a bunch of
metadata, all the application's

assets & config files, and binary
files(dex), which contain the

compiled application.

Android development is niched.
Native & Hybrid Technologies
(Java/Kotlin/Flutter/Dart et

al)
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Application Structure. (APK)

AndroidManifest.xml: the manifest file in
binary XML format.

classes.dex: application code
compiled in the dex format.

resources.arsc: contains precompiled
application resources, in binary XML.

res/: folder containing resources not
compiled into resources.arsc

assets/: optional folder containing
applications assets.

lib/: optional folder containing compiled code -
i.e. native code libraries.

META-INF/: folder containing the MANIFEST.MF file,
which stores meta data
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Java Development Kit 
(The engine)

Emulators/Rooted Devices
(The Test Track)

Jadx-Gui
(Blueprint and Schematics)

Frida
(The Tuning Equipment)

adb
(Pit Crew Tools)
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Tools of trade:



Permission
Identifying necessary permissions,

as requested by applications.

DataBase(s)

01

02

Permissions?
When are the permissions needed?

Once?/ Always on?

Secured DataBase(s)?
Is the database secure? Is data

stored locally encrypted?

o1

02

Security & Insecurity juxtaposed

Strings
 strings.xml -

Centralize all the text strings in one
place.

03 What strings?
What are the contents of your

strings.xml file?

03
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Sure, we need to persist data.
How do we do it?



Secure Communication
Communication between an Android

app and remote servers through
SSL/TLS

Anti-reverse Engineering
Protect Android apps from reverse

engineering, such as code
obfuscation and tamper detection

04
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SSL/Cert Pinning?
Can the application verify the

legitimacy of the certs?

Reverse Engineered!
The code is in our pocket yes, but

can we make it harder for anyone to
know our logic?

o4
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contd...

Anti-Rooting
Detect and protect applicatons

against running on rooted devices

06 Anti-Rooting Bypass!
Security must be a myth.?!

06
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Demo
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Live Demo
Written Demo



What next droid?
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MAS Crackmes

TryHackMe - Android Hacking 101

Android RE - Maddie Stone

Read Security bulletins & article

https://mas.owasp.org/crackmes/
https://tryhackme.com/room/androidhacking101
https://www.ragingrock.com/AndroidAppRE/
http://feedly.com/


who to follow!
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SheHacks KE
A community of women cyber
warriors 

@shehacks_ke

Maddie Stone
Security Researcher - Google
Project Zero

@maddiestone

Chalie
Mobile AppSec Engineer

@chaliewizz



When you plug into the
world it's easy to forget

that the world is also
pulgged into you 

~ NetworkBox.

Buy me a coffee
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